Semester VII

Information Technology


CRYPTOGRAPHY AND NETWORK SECURITY  (BT - 746)

Unit-I

Introduction to Security attacks, service and mechanisms, Introduction to cryptology. Conventional Encryption: Conventional Encryption encode, classical encryption techniques-substitution ciphers & transposition ciphers, cryptanalysis, stereography, stream & block ciphers. Modern Block Ciphers: Block Ciphers Principles, Shannon’s theory of Confusion and diffusion, festal structure, Data Encryption Standards (DES), Strength of DES, Differential &Linear Cryptanalysis of DES Block Cipher modes of operation, Triple DES IDEA encryption & decryption, strength of IDEA confidentiality using Conventional Encryption, traffic confidentiality, key distribution random generation.

Unit-II

Introduction to graph, ring and field, Prime and relative prime numbers, Modular arithmetic, Format’s & Eller’s Theorem, primarily testing Euclid  algo, Chinese remainder theorem, Discrete logarithms. Principles of pub key cryptosystems, RSA algorithm, security of RSA, key management, Diffle- Hellman key Exchange algorithm, Introductory idea if Elliptic curve cryptography, Elganal Encryption.
Unit-III

Message Authentication &Hash functions; Authentication requirements, Authentication function, Message authentication codes, Hash function Brithday attack security of hash function & MACS, MD5 message digest algorithm, Secure Hash Algorithm (SHA). Digital Signatures: Digital Signatures, Authentication protocol, Digital Signature Standard (DSS) proof of digital signature algorithm.

Unit-IV

 Authentication Applications: Kerberos & X.509, directory authentication service, Electronic Mail security-Pretty Good Privacy (PGP), S/MIME.

Unit-V

IP Security: Architecture, Authentication Header Encapsulating security payloads, Combining security associations, Key management, Web Security: Secure Socket Layer & Transport Layer Security, Secure Electronic Transaction (SET). System Security: Intruders, Viruses and related threads Firewall design principles, trusted systems.

MULTIMEDIA SYSTEM   (BT -747)

Unit-I

Introduction to Multimedia Multimedia Objects, Multimedia in business and Work, Stages of Multimedia projects-Multimedia hardware, Memory & storage devices, Communication devices, Multimedia software” presentation tools for object generations, video, sound, image capturing authoring tools , card and page based authoring tools.

Unit-II

Multimedia Building Block Text, Sound MIDI, Digital Audio, audio file formats, MIDI under windows environment Audio & Video Capture.

Unit-III

Data Compression, Huffman Coding, Shannon Fano Algorithm, Huffman Algorithms, Adaptive coding, Arithmetic coding Higher Order Modeling , Finite context Modeling, Dictionary based Compression , Sliding window  Compression , LZ77, LZW compression , Compression , Compression ratio loss less & compression

Unit-IV

Speech Compression & Synthesis; Digital Audio concepts, Sampling Variables, Loss less compression of sound , loss compression & silence compression.

Unit-V

Image; Multimedia monitors, bitmaps, Vector drawing, lossy graphic compression, image file formatic animations Image standards, JPEG Compression, Zig Zag Coding.

Video; Video representation, Colors, Video Compression, MPEG standards, MIIEG Standard recent development in Multimedia.

E-COMMERCE   (BT -748)

Unit-I

Introduction  What is E- Commerce, Forces behind E-Commerce Industry Framework, Brief History of E-Commerce? Inter Organizational E- Commerce, Intra Organizational E- Commencer and Consumer to Business Electronic Commerce, Architectural framework. Network Infrastructure For E- Commerce; Network Infrastructure of E-commerce, Market forces Behind I- way, Component of I way, Access Equipment, Global Information Distribution Network , Broad band telecommunication.

Unit-II

Mobile Commerce; Introduction to Mobile Commerce, Mobile computing Application, wireless Application Protocols, Web Technology, Mobile Information Devices. Web Security; Introduction to web security, Firewalls & Transaction security , Client serer Network , Emerging Client server Security Threats, Firewalls & Network Security,

Unit-III

Encryption; World wide web & security Encryption, Transaction security, Secret key encryption, public key encryption Virtual private Nit work (VPM), Implementation Management issues.

Unit-IV

Electronic Payments; Overview of Electronics payments, Digital Token based Electronics payment System, smart Cards, Credit Card / Debit card based EPS, Emerging financial Instruments, Home Banking, Online Banking. Net Commerce; EDI, EDI Application in Business, Legal requirement in E- Commerce, Introduction to supply Chain Management, CRM, issues in customer Relationship Management.

BIO INFORMATICS   (BT - 749)

Unit-I

What is bio informatics, and why study it? How is large- scale molecular biology data generated , where how can researchers gain access to it , and  what is quality of data generated, where how can researchers gain reference gain reference systems, finding new of data online, likely growth areas,

Unit-II

Biological Bases Bio informatics; The diversity of life forms, The unifying theme: - Information storage- nucleic acid, - Information expression- Proteins and Biochemical reaction chains. Nucleic acid:- Structure , Replication, Transcription , Translation.

Unit-III

Proteins- Structure, folding and function, Nucleic acid protein interactions

Unit-IV

Nucleotide sequence data:- Genome, Genome sequencing , expressed sequence tags, gene expression, transcription factor binding, Sites and single nucleotide polymorphisms. Computational representations of molecular biological data storage techniques: database (flat relational and object oriented), and controlled vocabularies. Also general data retrieval techniques: indices, Boolean search, Fuzzy search and neighboring, application to biological data warehouses.

Unit-V

Biological data types and their special requirements:- Sequences, macromolecular structures, chemical compounds, generic variability, and connections to clinical data. Representations of patterns and relationships:, alignments , regular expressions, hierarchies, and graphical models.

OPEN ELECTIVE-I

HUMAN COMPUTER INTERACTION 

(BT - 909)

Unit-I

User centered design of system & interfaces, anatomy and rational of WIMP (Window, Icon, Menus & Pointing Devices) interfaces.

Unit-II

Dialogue design, Presentation design, user documentation, evaluation / usability testing of user interface.

Unit-III

Ergonomics and Cognitive issues, Hypertext and the World Wide Web.

Unit-IV

User centered design, human factors in user-centered design, development & evaluation, Interactive design-rapid prototyping.

Unit-V

Designing for usability- effectiveness, learn ability, flexibility, attitude and usability goals, criteria for acceptability.

OPEN ELECTIVE-II

I.T. IN BUSINESS 

(BT - 910)
Unit-I

Business Drivers IT’S Competitive Potential, Strategic Alignment, Strategic Management and Competitive Strategy

Unit-II

Rethinking Business Trough IT Developing a Competitive Strategy Inter organization Information Systems Business- To- Business Systems, Electronic Commerce and Market Systems 

Unit-III

Forming a Corporate IT Strategy Developing an Information Architecture

Unit-IV

Incorporating Business Innovation Into the Corporate Strategy, The Changing Role of IT In International business.

The Changing Global IT Practices 

Unit-V

The Impact and value of Information Technology in Competitive Strategy, Changing the Focus of Strategy Trends: Beyond 2000
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